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METHOD FOR DATA TRANSFER USING A MOBILE DEVICE 

BACKGROUND OF THE INVENTION 

5 

This invention relates to a method for transferring remotely-stored data using a 
mobile device. 

Conventionally, a user who wants to transfer files or documents from one 
10 personal computer (PC) to another would need to rely upon a storage medium 
such as diskettes to copy data and transfer it to the other device(s). This 
method requires the user to carry the storage medium when the user is away 
from the PC where the data is saved. Furthermore, such a method may 
increase the risk of virus infection in that sharing storage media between 
15 computers may expose each computer to more virus-infected computers. 

Alternatively, the user can use File Transfer Protocol (FTP) to transfer the 
required document through network, or attach the required document within an 
email. Both solutions, however, require the user to have access to a PC in 
20 order to access the document, directly if the document is saved in the PC or via 
a network if the document is shared in order to perform the data transfer. 

Therefore, there is a need for a convenient method to transfer data even when 
the user is physically away from a PC and the data. 

25 

SUMMARY OF THE INVENTION 

According to an embodiment of the invention, a method which allows a user of 
a mobile device to transfer one of a plurality of data stored in a sub-computer 
30 system to a target computer system is initiated by composing an instruction in 
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the mobile device. The instruction designates a first piece of data to be 
transmitted as well as a target computer system to which the first piece of data 
is to be transmitted. Such an instruction is sent from the mobile device to the 
central computer system via a first network. The central computer system 
5 informs the sub-computer system at least part of the instruction, and the first 
piece of data is subsequently transmitted from the sub-computer system to the 
target computer system according to the instruction. 

In one aspect of the invention, information for identifying the plurality of data 
10 has been stored in the central computer system. Upon a request from the 
mobile device, these information is sent to the mobile device for the user to 
designate the first piece of data. 

In another aspect according to the invention, the first piece of data is first sent 
15 to the central computer system. The user also composes a first piece of 
information in the mobile device, which is transmitted to the central computer 
system via the first network, preferably together with the instruction. The 
central computer system accordingly generates a file by combining the first 
piece of information with the first piece of data, and further transmits the file to 
20 the target computer system. Ideally the file is an email attached with the first 
piece of data. 

Other aspects and advantages of the invention will become apparent from the 
following detailed description, taken in conjunction with the accompanying 
25 drawings, illustrating by way of example the principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figures 1 and 2 illustrate one embodiment of the invention; 

30 



Attorney Docket No. : 70007938-2 



Figure 3 illustrates in details the step of sending document to the target shown 
in Figure 2; and 

Figures 4 and 5 illustrate another embodiment of the invention. 
DETAILED DESCRIPTION OF THE INVENTION 

In one embodiment of the invention as shown in Figures 1 and 2, a user of a 
mobile device 100 such as a mobile phone can use the mobile phone to 
transfer one of a plurality of documents stored in the user's personal computer 
110 to a designated target computer. To enable" the user to access the 
documents remotely, in step 201 the documents have been shared out to a 
central server 106 via the internet 108, that is, filenames and/or locations of 
these documents are saved in the central server 106. While the user selects 
the files to be shared, a string of information is packed into an HTTP (Hiper 
Text Transfer Protocol) packet in an illustrative format shown below: 

- HTTP header 

- /MapleWML/CMServer/AddFile.asp 

- Username (computer name for identifying the user's personal 
computer) 

- User Password (for the purpose of security) 

- User Entered Name (e.g., a friendly name for the file) 

- File Size 

- HTTP Trailer. 

The parameter "User Entered Name" identifies and is associated with the 
actual location of the individual file to be shared. By selecting such a user- 
entered name (to be discussed later), the central server 106 and the user's 
personal computer 1 10 is able to identify the file to be transmitted. 
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Such an HTTP packet then will be sent to the central server 106 via the internet 
108 as shown by Arrow 107 in Figure 1. In this embodiment, upon receiving it, 
the central server 106 is activated by the parameter 
"/MapleWML/CMServer/AddFile.asp" to run a script. Thus the information 
5 following this parameter, i.e., the Username, User password, User Entered 
Name, and File size, will be added to a file database (not shown) of the central 
server 106. The file database stores the filenames of the files shared out by 
each user. 

10 Further, in this embodiment, the personal computer 110 is publicly accessible, 
that is, in a public domain so that by using its Username and User Password, 
other computers or servers can access and retrieve documents from it. 
Furthermore, the personal computer needs to be running for the purpose of this 
invention. 

15 

Additionally, in Figure 1 , a plurality of target computers 1 12 is connected to the 
central server 106 via the internet 106, and is also publicly accessible. As a 
result, the central server 106 can identify and send files to a designated target 
computer through the Internet Protocol (IP) address of the designated target 
20 computer. 

When the user is away from the user's personal computer 110 and wants to 
transmit a softcopy of a document which is stored in the personal computer 110 
and has been shared out, as shown by step 203, the user may use the mobile 

25 phone 100 to request the central server 106 for the information about those 
files that have been shared, referring to Arrow 113 in Figure 1. The request 
reaches the central server 106 via a Public Switched Telephone Network 
(PSTN) 104, a gateway 102 and the internet 108. For communication between 
the mobile device 100 and the gateway 102, standard telecommunication 

30 protocols such as Wireless Application Protocols (WAP) are used. It is 
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understood that WAP is only used as a transport layer protocol, which presently 
sits on GSM. Higher data rate transport layers such as 3G can also be used. 
In the context of WAP, the mobile phone is WAP-enabled, and the request from 
the mobile device 100 is in the following illustrative format: 

- WAP Header 

- Username 

- User Password 

- WAP Trailer. 

The gateway 102 converts the request, as well as instructions (as discussed 
below), to an HTTP format suitable for transfer through the internet. 
Subsequently, the gateway 102 passes the request to the central server 106. 

It is noted that the mobile device 100 needs to install settings for identifying the 
gateway 102 and the central server 106 in advance. The mobile device will 
then be able to contact the appropriate central server 106 via the appropriate 
gateway 102. Such a technology is well known in the field of wireless 
communication. 

After receiving the request, the central server 106 packs a reply in the following 
illustrative HTTP format: 

- HTTP Header 

- <Filename> 

- HTTP Trailer, 

where the parameter "<Filename>" includes the user-entered-names of all the 
files shared out by this particular user which is identified by parameters 
"Username" and "User Password," that is, files which are stored in the personal 
computer 110 and are shared out. As shown by Arrow 1 15 in Figure 1 , in step 
205, the central server 106 further sends its reply through the established 
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connection towards the gateway 102, which in turn would convert the reply into 
a WAP format for displaying on the mobile device 1 00. 

By using the mobile device 100, in step 207, the user selects a document to be 
5 transmitted. The user also designates one of the target computers 112 to 
which the document is to be transmitted by manually specifying the IP address 
thereof. Such a selection is incorporated into an instruction, a data transfer 
instruction in the case of this embodiment, by the mobile device 100 according 
to the following illustrative format: 
10 - WAP Header 

- Username 

- User Password 

- A First Filename (user-entered-name) 

- IP Address of the Designated Target Computer 
15 - WAP Trailer. 

The parameter "A First Filename" identifies the location of the document to be 
printed, while the parameter "IP Address of the Target Computer" identifies the 
designated target computer to which the document is to be transmitted. 

20 Referring to Arrow 117 in Figure 1, in step 209, the mobile device 100 then 
sends the data transfer instruction to the central server 106 for processing via 
the PSTN 104, gateway 102, and the internet 108. 

After receiving the data transfer instruction, in step 21 1 , as shown by Arrow 118 
25 in Figure 1, the central server 106 sends the personal computer 110 the 
contents of the parameters "A First Filename" and "IP Address of the 
Designated Target Computer." The central server 106 identifies and accesses 
the personal computer 110 by using the parameters of "Username" and "User 
Password." 



Attorney Docket No. : 70007938-2 



The personal computer 110 accordingly retrieves the designated document as 
specified by parameter "A First Filename." Subsequently, the personal 
computer 110 locates the designated target computer through its IP Address as 
specified in the data transfer instruction, and in step 213 directly transmits the 
5 retrieved document to the designated target computer via the internet 108 
(referring to Arrow 119), by using FTP which is well known in the art. A data 
transfer from the user's persona! computer 110 to the designated target 
computer using the mobile device is thus accomplished. 

10 Alternatively, as shown in Figure 3, after retrieving the designated document, 
the personal computer 1 1 0 packs the retrieved document into an HTTP packet, 
for example: 

- HTTP Header 

- /MapleWML/CMServer/FileUpload.asp 
15 - Username 

- User Password 

- A First Filename 

- Size of the File 

- File Content 
20 - HTTP Trailer. 

Then, in step 301, the HTTP packet is sent to the central sever 106 which is 
initiated by the parameter "/MapleWML/CMServer/FileUpload.asp" to retrieve 
the information contained therein, including the designated document which is 
the content of parameter "File Content." When the central server 106 has 
25 uploaded the designated document, in step 303, it saves the document into a 
"Temp" directory (not shown) in the central server under a unique filename. In 
step 305, the plurality of target computers 112 periodically polls the central 
server 106 according to the following illustrative format: 

- HTTP Header 
30 - IP Address 
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- HTTP Trailer. 

The central server 106 identifies the designated target computer in step 307 by 
comparing the IP Address retrieved from such a poll with the one in the data 
transfer instruction. After the comparison, in step 309, the central server 106 
5 consequently informs the designated target computer of the location and the 
unique filename of the uploaded designated document. In turn, the designated 
target computer downloads the designated document form the central server 
"Temp" directory by using Microsoft Foundation Class application program 
interface (API) "ClnternetSession" in step 31 1 . 

10 

In another embodiment of the invention as shown in Figures 4 and 5, the user 
can transmit a softcopy of the document stored in the user's personal computer 
110 to a plurality of recipients 114, 114', and 114" by sending the recipients an 
email with an attachment of the document. 

15 

Information of the user's SMPT (simple mail transfer protocol) server account, 
for example, SMTP server IP address and the port, needs to be given to the 
central server 106 in advance. The central server 106 receives emails text 
from the user, and after processing, further sends the email to the SMTP server 
20 for distribution. 

In the preferred embodiment, in step 501 the user uses the mobile phone to 
specify the recipient(s) email address (To), Copy to Recipient(s) email address 
(Cc:), and the email subject. The user also uses the mobile phone to compose 
25 the email body in step 501 , and then in step 503 send the central sever 106 the 
email (see Arrow 150 in Figure 4), together with a request for information about 
those files he has shared. Such a request is the same as the request 
described in the first embodiment. 
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Similarly to the embodiment described above, in step 505, the central sever 
106 passes the mobile phone the user-entered-names of all the files shared out 
by this particular user. The user can then designate a document to be sent to 
the recipients in a data transfer instruction (referring to step 507). The data 
5 transfer instruction is the same as the one described in the first embodiment 
except that the user does not need to specify the IP address of a target 
computer since the recipients have been identified by the email addresses. 
Similarly, such an instruction is sent in step 509 from the mobile phone to the 
□ central server 106 via the PSTN 104, gateway 102, and internet 108. The 

i2 io central server 106 further passes information identifying the designated 
jjj document to the personal computer 110 (see Arrow 151 in Figure 4). In step 
J: 51 1 , the personal computer 110 retrieves the designated document, and send it 
hfj to the central server 1 06 via the internet 1 08 (see Arrow 1 52). 

P 

m 15 With the information provided by the user such as the email address etc, in 
Jf| step 513, the central server packs the email body text and an attachment, i.e., 
O the document retrieved from the personal computer 110, into a multipurpose 
internet mail extension (MIME) format for sending via the SMTP server (not 
shown). As shown by Arrows 153, 154, and 155, in step 515, the email, 
20 attached with a MIME encoded designated document, will subsequently be 
sent to the specified recipients through the SMTP server which is a standard 
server implementing Simple Mail Transfer Protocol (SMTP) which is specialized 
in sending emails. 

25 Other alternatives can be made to the above-described embodiments. For 
example, the documents can be forwarded to and stored in the central server 
106 in advance so that the central server 106 will retrieve the designated 
document directly from its storage unit (not shown) when it has retrieved the 
data transfer instruction. 

30 
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Besides, the user may send the central server 106 a combined data transfer 
instruction in the following illustrative format: 

- WAP Header 

- Username 

- User Password 

- A First Filename 

- IP Address of the Designated Target Computer 

- WAP Trailer. 

Thus, the central server 106 directly gets the information about the document to 
be retrieved, as well as the address of the designated target computer to which 
the document is to be transmitted, without replying to and waiting for selections 
from the mobile device 100. In this case, the user may need to input the 
desired First Filename manually, unless this information is already stored in the 
mobile device. If the user's personal computer 110, like the central server 106, 
is capable of communicating with the mobile device 100 directly via PSTN 104, 
the gateway 102, and the internet 108, however, the user can send the 
combined data transfer instruction to the user's personal computer directly, 
rather than through the central server 106. 

Furthermore, multiple documents can be transmitted simultaneously by 
designating multiple filenames in the data transfer instruction. After retrieving 
all the designated documents, the central server packs them together or into a 
single email, and further passes to the designated target computer or the 
recipients. 

The plurality of target computers 112 can also be registered in the central 
server 106. As a result, the central server 106 knows where the target 
computers 112 are through target computers' identifications (IDs) which are 
user-friendly names and are associated with the corresponding IP addresses. 
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Similarly, the target computers 112 get registered by sending the central server 
106, for example, an HTTP packet in the following illustrative format: 

- HTTP header 

- /MapleWML/CMServer/ApplianceLogin.asp 
5 - Target Computer ID 

- HTTP Trailer, 

where the parameter "/MapleWML/CMServer/ApplianceLogin.asp" activates the 
central server 106 to run a script such that the information following this 
parameter in the packet will be loaded to an appliance database (not shown) of 

10 the central server 106. The parameter "Target Computer ID" which is 
associated with its IP address identifies the target computer to be registered. 
When the user requests the central server for the information about the files 
that have been shared, the central server sends the mobile device a list of 
registered target computer IDs, in addition to the parameter <Filename>. 

15 Therefore, the user can designate a target computer by specifying its target 
computer ID instead in the data transfer instruction. 

Additionally, other mobile devices such as personal digital assistants can be 
used on condition that they are able to communicate with the gateway 102. 

20 
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